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Introduction

● Senior Embedded Engineer - Qualcomm Engineering Team of Linaro

○ Working from British Columbia, Canada

○ Helping companies building products on top of Qualcomm SoCs

● More than 10 years experience in Embedded Linux

● Contributor to:

○ Linux Kernel

○ U-Boot

● linkedin.com/in/fabienparent

http://linkedin.com/in/fabienparent


Linaro is the software engine of the Arm Ecosystem
Linaro empowers rapid product deployment within the dynamic Arm Ecosystem.

Our cutting-edge solutions, services and 

collaborative platforms facilitate the swift 

development, testing, and delivery of Arm-based 

innovations, enabling businesses to stay ahead in 

today’s competitive technology landscape.

Our expertise and contributions spread from 

Testing & LTS, Security, Cloud & Edge Computing, 

IoT, AI, CI/CD, Toolchain and Virtualization to 

vertical projects like Windows on Arm and Android 

Ecosystem enabling and maintenance.

Linaro fosters and environment of collaboration, 

standardization and optimization among 

businesses and open source ecosystems to 

accelerate the deployment of Arm-based products 

and technologies along with representing a pivotal 

role in open source discovery and adoption.

Linaro has enabled trust, quality and 
collaboration since 2010



Why having Rust in the kernel?



Probably not for that reason…

Source: https://survey.stackoverflow.co/2023/

https://survey.stackoverflow.co/2023/


Why adding Rust to the kernel?
C Programming Language
● ~50 years old and hasn’t changed 

much since C89
● Simple syntax, easy to learn
● Efficient
● Low-level control
● Easy to write code full of UB

○ Lack of memory management
● … or full of unwanted behavior

○ Implicit type conversion

Rust Programming Language
● ~10 years old, new release every 6 

weeks
● Deep learning curve:

○ Ownership & Borrowing
● Efficient
● Force you to handle errors
● Efficient

○ Compile time checks
○ 0-cost abstractions



Why adding Rust to the kernel?
One of the strongest argument of using Rust is its safety

○ Compiler check for unsafe memory access, concurrency issue, …

Must use the “unsafe” keyword when writing code that Rust compiler is unable to 
validate or that use pointers 



Rust usage in kernel
● Only for writing device drivers

○ Clang/LLVM does not support as many architectures as GCC, so core frameworks cannot 
depend on Rust

○ GCC Rust Frontend is in the work but not yet ready
● Support is still considered as experimental



Drawback from current Rust usage
● Major vulnerabilities are not in device 

drivers but in the subsystems, such as 
Networking, Filesystems, USB, and any 
other that process buffers

● Adds more complexity to maintenance, if 
we don’t want things to break, now 
Maintainers needs to know two languages

● Abstractions becomes a new source of 
possible bugs and potentially vulnerabilities, 
which would defeat the argument of using 
Rust for added security



My Rust’s journey



Disclaimer

● I’m *NOT* a Rust expert
● This presentation is narrating my journey learning Rust to contribute to that part 

of the kernel



How this story started?



Learning Rust

● https://www.rust-lang.org/learn
○ The Book
○ Rust by Example
○ APIs documentation

● Programming Rust, Blandy, Orendorff, 
Tindall, O’REILLY

● Rust for Rustaceans: Idiomatic 
Programming for Experienced Developers, 
by Gjengset, No Starch Press 

https://www.rust-lang.org/learn


Practicing
1. Tried to write diffectly Rust code in the kernel since it was the goal

○ Difficult because there was not that much existing code to learn from
○ was not yet writing idiomatic Rust code 

2. Rewrote *all* my custom Python, Bash, C tools in Rust as practice 
3. Back to the Linux



● Rust initial patchset was merged into v6.1
○ Can write and compile Rust code in the kernel
○ Can generate Rust docs from the kernel
○ Can run KUnit for Rust tests
○ Can compile some Rust code as a kernel module

● No other abstractions were merged upstream
● Some abstractions are in a downstream unmaintained branch: 

https://github.com/Rust-for-Linux/linux/tree/rust

State of Rust for Linux at the time

https://github.com/Rust-for-Linux/linux/tree/rust


State of Rust for Linux at the time?



A lot more is happening, but …
https://github.com/tgross35/RFL-patch-registry

https://github.com/tgross35/RFL-patch-registry


A lot more is happening, but …
● The basics for device driver development is not upstream, so most of these are not 

making any progress or looks abandoned
● Many other people seems interested in writing Rust device drivers but are 

discouraged because of the lack of abstraction upstream.
○ Requires them to not just write a driver but to write all the needed abstractions as well

● Some other people wants to contribute for the sake of contributing but don’t have 
any real needs and end up rewriting existing driver in Rust which end up being 
NAKed.



Some of the work being done
● DRM Abstractions

○ DRM driver for Apple M1 GPUs by Asahi Lina
○ DRM driver for Nvidia GPUs by Danilo Krummrich, Red Hat

● Android Binder rewrite by Alice Ryhl, Google
● Filesystems:

○ Puzzlefs by Ariel Miculas, Cisco
○ tarfs by Wedson Almedia Filho, Microsoft

● Networking



Bringing Rust Abstractions to 
Embedded Linux



Embedded Linux
● Most Rust work is done on x86-64 at the moment
● Key abstractions are not upstream or are missing
● Some abstractions are available but not based on master, and are part of old 

unmaintained branch.
○ Device driver abstraction
○ Platform driver abstraction
○ …



What do we need?
Has been upstreamed:
● ARM64 support

What’s needed?

● Clock
● Pinctrl
● Runtime PM
● Regmap
● Regulator
● OF
● DMA

● IRQ
● GPIO
● Reset
● Rpmsg
● Busses such as I2C, PCIe, …
● Platform driver



● Maintainers don’t want to merge abstractions without end-users
● Usually device drivers requires plenty of abstractions to be available

○ These abstractions are often written by different people, and are all in different states
○  Difficulties to get things reviewed for large patchset involving many subsystems 

abstractions

Constraints



Goal
● Write “simple” drivers which has a minimal dependency list to make it easier for 

upstreaming
● Use these drivers to help get “orphaned” abstractions merged
● Try to cover as many “core” APIs used by embedded devices through different 

drivers



Regulator driver - ncv6336
● Link: https://github.com/Fabo/linux/commits/fparent/rust-ncv6336/
● Dependencies:

○ Platform driver (already present in old unmaintained `rust` branch)
○ Regulator driver
○ Regmap
○ I2C
○ OF

https://github.com/Fabo/linux/commits/fparent/rust-ncv6336/


DSI panel driver: 
● Link: https://github.com/Fabo/linux/commits/fparent/rust-truly-r63350
● Dependencies:

○ Platform driver
○ Regulator consumer
○ DRM (Connector, Panel, MIPI DSI)
○ GPIO Consumer (only need a fraction of the C API)
○ OF

https://github.com/Fabo/linux/commits/fparent/rust-truly-r63350


Regmap
● Type-safe interface
● Re-using regmap_field_ API
● Macro-magic to generate most of 

the regmap callback based on 
register definitions



What’s next?
● Upstreaming
● Next drivers

○ Cover other subsystems



What did I learn?



Abstractions are complex



Bugs will be lying in the abstractions
● Ownership of resources
● Linked Lists



Linked List



Linked List

list = 0xffff80008001ba60
list->next = 0xffff80008001ba48
list->prev = 0xffff80008001ba48



Summary



Summary
● Error handling is so much better

○ Thanks for the Result type and ? operator
○ Strongly typed: we don’t need to guess how to interpret int or pointer return types
○ We must handle the returned values, no risk of “forgetting” to handle errors

● Source code for drivers is in general shorter and faster to write
● High confidence that the code is working if it compiles
● Need to be vigilant about Linked Lists
● Do not write feature-complete abstractions, only the pieces needed



Want to contribute?
Links:
● https://docs.kernel.org/rust/index.html
● https://rust-for-linux.com/
● https://rust-for-linux.github.io/docs/v6.8/kernel/
● And join us on Zulip: https://rust-for-linux.zulipchat.com/

https://docs.kernel.org/rust/index.html
https://rust-for-linux.com/
https://rust-for-linux.github.io/docs/v6.8/kernel/
https://rust-for-linux.zulipchat.com/


Thank you
Visit www.linaro.org
Reach out to me at fabien.parent@linaro.org

http://www.linaro.org/


Q & A


